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* Social genome & big data
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* Privacy, Protection, and
Anonymity

 Side effects and solutions
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[z Social Genome

UNIVERSITY

* Any activity we engage in,
leaves behind an imprint

= posting on social media,
=" doing some online shopping,

=applying for a credit card or
a travel visa

* This info creates a unique
social genome for every one
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I!SE%NE“'C Big Data and Analytics

UNIVERSITY

* Huge data banks

* Numerus pathways we
collect data from

_-—h-.,“‘.
N

* An unprecedented power to
analyze this data for the
benefit of society
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[z Pros and cons

>Huge improvement in our
daily lives

=Verification of research
results and reduction in the
costs of research projects

$Strict regulations and laws
are required, to protect
individual and civil rights
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[ Regulatory Frameworks
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* HIPAA, protection of health
related data

* FERPA, protection of data
concerning educational rights

* EU Data Protection Directive,
covers any personal data held
by data administrators

* EU GDPR, 25 May 2018
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[z General Data Protection Regulation

UNIVERSITY

* Deals with consent, data
governance, audit, and
transparency regarding data
breaches

* Organizations must have
technology that demonstrates
the usage of data

* |n case of a breach, involved
individuals must be informed GDPR
within 72 hours EU General Data Protection Regulation
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[z Data Ownership Issues

UNIVERSITY

* Companies collect their own
data for their benefit

* For research purposes, data
are gathered by different
bodies having their own
ways of managing and
storing them

* Access and sharing requires
tools, technology and
practices
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[ Educational Data

UNIVERSITY

* Institutions traditionally
obtain and store information

 Student grades &
attendance

= Parental status & student
health

* Technology allow us now to
monitor students’ activities
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[z Learning Analytics

UNIVERSITY

* Information is predominantly
collected to improve the Smm e
educational system

* Assessing the usefulness of
educational material in relation
to students’ learning capabilities = =

" Personalizing the way the

teaching method used to convey - o
Herw frequently are students
knowled ge dan d offer su pport to i e =l
. I =) Which studerns have
d - — E| H B
students — = -

e N [+ [u [ o o en |
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[ Synergies of scale

* Institutions need to take
Initiatives

* The careless use & analysis of
data belies many dangers

* Disclosure of simple
demographic data may lead
to the identification of
individuals
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[ Data Protection and Confidentiality
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* Data protection: data need to
be protected so that it cannot
be accessed by an intruder in
any way, shape or form.

* Data confidentiality: data can
be accessed by legally
authorized individuals who are
prohibited to share the
information with anyone else
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r!c”ait%f“'c Privacy and Anonymity
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* Privacy: we know the
identity of the person but
are not aware of the specific
attributes or properties of
this person

* Anonymity: we know the i‘@

. . ’"\JESCD
attributes or properties but 15238823803

F6TF
are unaware of whom they

belong to
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r!w Data Processing Regulations

* Clear legal guidelines are
required

* Individuals must have the
consent and the prerogative |
to be exempt from the
collection

* Be aware of exactly how,
where and for how long their ¥
data will be stored and R
utilized _— B\

tts
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[ Data Access Regulations

UNIVERSITY

* Third parties who are able to
access data banks must be
authorized and comply with
all the legal requirements

* Information systems storing
their data must be accessible
only by authorized individuals

* If data is to be made available
to the public, it must be de-

identified . Q
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r!r)'s,;ﬁ”c Personal Information

UNIVERSITY

* Unique identifying traits (social
security number, passport id,
fingerprint)

* Pseudo (quasi) identifiers, a
combination of relatively
common attributes (sex, age,
area code)

* Sensitive data (medical or
criminal status)

- Leisure activities or qualifications e SN
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I!SE%NE“'C Data De-identification
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* Omittance of unique
identifiers to avoid person's
identity being revealed within
a collection of data

» Detect quasi identifiers -
* Generalize or distort the data
values so that the data is

rendered anonymous
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i K- Anonymity

Original Database to Disclose

* Information is altered so

VARIABLE e :
° e ° Y ° 1D Name [ Gender | Year of Birth Test Result Ident|f|cat|0n Database (Z)
‘B John Smith Male 1959 e IDENTIFYING QUASI-IDENTIFIERS
.12 Alan Smith Male 1962 -ve VARIABLE
a:)3 Alice Brown Female 1955 -ve D Name Gender Year of Birth
. |4 Hercules Green Male 1959 -ve 1 Tohn Smith Male 1959
® ® ® I ° o 5 Alicia Freds Female 1942 ~ve s /:I. o o ]“ 553
or the Iindividuals 1aentit R s == ==
7 Marie Kirkpatrick Female 1966 tve <[ Heroules Gicen Male 195;)
: S Leslie Hall Female 1987 = * |5 A]iu.l‘Freds Female 1942
: i & il Nash Male 1975 o 6 Gill Stringer Female 1975
U hert Blaclfwcll .Mﬂlc 1 Ve 7 Marie Kirkpatrick Female 1966
L L Beverly McCulsky Female 1964 -ve I3 Leslic Hall Femiale 1987
.12 Douglas Henry Male 1959 +ve "o Bill Nash Male 1975
.13 Freda Shields Female 1975 -ve 10 Albet Bl:u:kwcll Male ]97;5
sl Fred Thompson Mile 1967 e - |11 Beverly McCulsky Female 1964
<112 Douglas Henry Male 1959
. n S u re t a t e a C re CO r y < s [13 Freda Shields Female 1975
2-An0nym|Zat|0n * 4 Fred Thompson Male 1967
* 115 Joe Doe Male 1961
. . [ (] (] T 16 Mark Fractus Male 1974
QUASI-IDENTIFIERS s |17 Lillian Barley Female 1978
W I I n e S e I S S I I I I I a r a 1D Gender Decade of Birth Test Result . :i; NJanclf)oc ::cmu:c :‘;(‘1
111 Male 1950-1959 +ve . Vina Brown Female 968
: 2 Male 1960-1969 -ve . QQ - 120 William Cooper Male 1973
I .4 Male 1950-1959 -ve o -2l Kathy Last Female 1966
e a S - O e r re C O r S .16 Female 1970-1979 -ve \,0 * 122 Deitmar Plank Male 1967
. |7 Female 1960-1969 +ve @Q ° |23 Anderson Hoyt Male 1971
. l9 Male 1970-1979 -ve * 124 Alexandra Knight Female 1974
=110 Male 1970-1979 -ve ¢ 3 25 Helene Arnold Female 1977
[} RS Female 1960-1969 -ve . |26 Anderson Heft Male 1968
© 112 Male 1950-1959 +ve « 127 Almond Zipf Male 1954
* The higher the value of k
|;v| 14 Male 1960-1969 -ve - [29 Britney Goldman Female 1956
30 Lisa Marie Female 1988

t h e S a fe r t h e i d e n t i ty Of t h e Disclosed (k-Anonymized) Database (c) 0 31 b ki Eeiale 141
data subject is
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[z Side Effects

UNIVERSITY

* Large number of records is lost

* The original data set is distorted &
altered

* [t is not always feasible to identify
the deviation of the results of the
tampered data sets from the original

* The greater the degree of
anonymization, the poorer the
qguality of the information itself
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[z Solutions

UNIVERSITY

* Use big data to its full
advantage, but ensure that
there is compliance with rules

y o £ YOU CAN
and regulations of privacy o TRUST
* Big open data are transparent | * ME

and accurate

* Important scientific pathways
for protection must be
followed
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